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Almost nine out of ten business leaders see open plan offices as a security threat 
Small companies with an open plan layout feel most exposed to IT security breaches  

 
 86% of business leaders are concerned about potential security threats in having an open plan office. 

 94% of small companies are concerned about the possible security threat of an open plan layout compared 
to 79% of large companies

1
. 

 Audible security – the ability of employees and third parties being able hear sensitive information is the 
main security risk of open plan office cited by 37% of business leaders. 

 
Sydney, 21 April 2016 – The security of data and IT systems is one of the main concerns facing Australian 
businesses today. Research by leading specialist recruitment company Robert Half found that 86% of 
Australian Chief Information Officers (CIOs) see potential threats in having an open plan office layout. 
 
Every organisation faces a constant battle to protect its IT infrastructure from external threats. Internal 
security threats, provoked by the growing popularity of open plan office spaces, are causing additional 
concerns. Today’s dynamic open workspace can involve communal standing desks, walking desks, and the 
concept of ‘hot desking’, which shy away from the traditional cubicle walls. Enclosed spaces have been 
replaced with work stations that are either separated by a small divider screen, or not at all, which can 
have an impact on personal privacy but also corporate security.  
 
The concern is greatest among IT leaders of small companies, with 94% concerned about the level of 
security available in open plan work areas compared to 85% of medium companies, and 79% of large 
companies. 
 
David Jones, Senior Managing Director Robert Half Asia Pacific said: “Open plan layouts can be cost 
effective for businesses – and can promote communication and collaboration between employees – but 
the key downside to this is the increased potential for IT security breaches.” 
 
“The level of threat may vary according to the sensitivity of information employees in an open plan area 
are working with. Nonetheless it is a risk that cannot, and should not, be discounted altogether.” 
 
Key concerns 
CIOs – across all businesses – have different concerns about the implications of open plan offices in terms 
of security, and protecting corporate information. Today’s workspace designs have become so open that 
in some situations they are starting to lose practicality, while also impacting employee confidentiality.  
 
More than one-third (37%) of Australian CIOs are primarily worried about colleagues or external parties 
overhearing confidential or sensitive information, followed by 35% who refer to visual security. An open-
plan office also may increase the risk of devices, documents or even personal property being stolen. 
  

                                                           
1 Company Size Definitions  

Number of staff in the respondent’s business 

Small 50-149 staff 

Medium 150-499 staff 

Large 500+ staff 
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Which of the following is the primary concern you have regarding open plan offices? 
 

Audible security (employees, third party vendors etc. overhearing sensitive 
information) 37% 

Visual security (employees, third party vendors etc. seeing sensitive information) 35% 

Increased risk of device theft 21% 

Increased risk of document theft 6% 

Other 1% 
Source: independent survey commissioned by Robert Half among 100 Australian CIOs. 
 
David Jones said: “Many companies are introducing additional security measures to help mitigate this risk. 
Key steps to introduce include developing clear security guidelines and policies, allocating responsibility for 
security, and ensuring all staff have at least a basic understanding of the organisation’s security issues and 
policies.”  
 
“Providing continuous training for employees in IT security so they are up to date with the latest activity is 
an efficient way for companies to create the necessary security awareness and to prevent putting 
customer and personal information at risk.” 
 

## 
 
Notes for the editor 
 
About the research 
The annual study is developed by Robert Half and conducted by an independent research company, 
surveying 100 Australian CIOs/CTOs in Australia. This survey is part of the international workplace survey, 
a questionnaire about job trends, talent management and trends in the workplace.  
 
About Robert Half 
Robert Half is the world’s first and largest specialised recruitment consultancy and member of the S&P 
500. Founded in 1948, the company has over 330 offices worldwide providing temporary, interim and 
permanent recruitment solutions for accounting and finance, financial services, technology, and 
administrative professionals. Robert Half Australia has offices in Brisbane, Melbourne, Mount Waverley, 
Perth and Sydney. More information on roberthalf.com.au.   
 
Follow Robert Half Australia 

 
 

 
 
Read related articles on our Robert Half’s work life blog  
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According to IT security trends, employee security raises concern 
Every organisation faces a constant battle to protect its IT 
infrastructure from external threats, but IT security teams are just as 
worried about the internal threats: employees doing the wrong thing, 
intentionally or otherwise. This is just one of the IT security trends 
highlighted in the annual security report produced by worldwide 
leading IT vendor, Cisco. Find out more. 
 
 

 

Transitioning to Scrum methodology from another Agile framework 
What is the world’s most widely used Agile method? The answer is 
Scrum. The 2015 State of Scrum Report showed that 71 per cent of 
respondents across the world use Scrum. The Scrum methodology is 
so widely adopted that in many parts of the world it is confused with 
the ‘Agile’ umbrella term. Time to clarify. 
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